USER MANUAL

DPS Pro for Magento 1

Online Version

An online version of this user manual can be found here.

Quick Links

This User Manual is structured in the following sections:

Install + Set Up (User Manual) 2



https://magento1-support.fooman.co.nz/collection/917-dps-pro-magento-1

Install + Set Up (User Manual)

New Settings

The following setting groups are added under System > Configuration > Sales > Payment
Services:

e General Settings (including Maxmind fraud)

The following setting groups are added under System > Configuration > Sales > Payment
Methods:

e DPS PxPost by MageBase
DPS Webservice by Fooman (3D Secure Enabled)

DPS PxPay by MageBase

DPS PxFusion by Fooman

DPS PxPost/PxPay (Billing Agreements) by Fooman
DPS Webservice (Billing Agreements) by Fooman

We indicate which features are available on which version of Fooman Payment Express
(DPS) Pro in the following way: (v1.0.0+).

New Order Statuses
The following new order statuses are added to fit your order workflow:

¢ Pending Payment (DPS): use when order has been created and the customer is
redirected to Payment Express to complete payment — indicates that the customer
chose Payment Express as their payment method and still need to complete the
transaction

* Processing (DPS — Amount Authorised): use when also using the “Authorise Only”
action for Payment Express payments — indicates that an order has been placed with
Payment Express and you have selected the “Authorise and Capture” option

* Processing (DPS — Amount Paid): use once order payment is received payment via
Payment Express — indicates that order is ready for shipment

Using 'Authorise and Capture'
There are two choices when accepting credit card payments:

¢ 'Purchase’ — the transfer of funds will be processed immediately after the customer
completes payment

e 'Authorise and Capture' — two step process where a hold is put on the funds after the
customer completes payment, and the transfer of the funds is later completed in
Payment Express (outside of Magento).


http://magento1-support.fooman.co.nz/article/1061-2-configure-general-settings
http://magento1-support.fooman.co.nz/article/1060-3-dps-pxpost-by-magebase-settings
http://magento1-support.fooman.co.nz/article/1059-4-dps-webservice-settings
http://magento1-support.fooman.co.nz/article/1058-5-dps-pxpay-by-magebase-settings
http://magento1-support.fooman.co.nz/article/1057-6-dps-pxfusion-settings
http://magento1-support.fooman.co.nz/article/1056-7-dps-pxpost-pxpay-billing-settings
http://magento1-support.fooman.co.nz/article/1055-8-dps-webservice-settings

2. Configure General Settings (including Maxmind
Fraud)

Click on System > Configuration > Sales > Payment Services.

Maxmind Key VdXdyqdNGow.J | [GLOBAL]

Number of queries left 10702 [GLOBAL]
» How many queries you have left for the current month.

Maxmind Value Threshold 0 | [GLOBAL]
» Enable fraud checking for baskets above this value
(base currency).

Maxmind Fraud Threshold 5 [GLOBAL]
4 0-100 (probability that this order is fraudulent)

Hide Methods ' No 4 [GLOBAL]
+ Hide payment methods when fraud has been detected

Maxmind Hide Threshold 0 [GLOBAL]
4 0-100 (probability that this order is fraudulent)

Enable automatic purging of ' Yes ¢ [GLOBAL)
expired billing agreements + Enable/Disable cron job.
Start Time of cron job [O/&)1:[O|8):[O]e [GLOBAL)

» When should the cleaning run.

Maxmind Key (v1.0.0+)

Enter your Maxmind key.

Number of Queries Left (v1.0.0+)

Displays how many Maxmind queries you have left for the current month.
Maxmind Value Threshold (v1.0.0+)

Enable Maxmind fraud checking for orders over this amount (in your store's base currency).
For example, you might set this value to $20 due to the cost of running the fraud check.

Maxmind Fraud Threshold (v1.0.0+)



Enter a value between 0 and 100 for the Maxmind ‘fraud threshold’ — the Maxmind fraud
value over which you consider the order to be a fraud risk so will assign a [Suspected Fraud]
order status.

Hide Methods (v1.0.0+)

Set to “Yes” to automatically hide Payment Express as a payment method if the specified
Maxmind hide threshold (below) is exceeded. This will prevent an order from being placed.

Maxmind Hide Threshold (v1.0.0+)

Enter a value between 0 and 100 for the Maxmind 'hide threshold' — the Maxmind fraud value
over which you want to hide Payment Express as a payment method.

Enable Automatic Purging of Expired Billing Agreements (v1.1.0+)

When set to “Yes”, any expired credit cards (from tokenised billing using the DPS
PxPost/PxPay (Billing Agreements) or DPS Webservice (Billing Agreements) settings) will be
deleted. This process will run automatically each day at the time you specify (below).

Start Time of Cron Job (v1.1.0+)

Choose what time you want to run the daily automatic purging of expired billing

agreements. This uses system resources, so it's better to have the process run at quieter
times/overnight.

Order status (Suspected Fraud) Suspected Fraud & [GLOBAL]

Status after receiving a positive response from DPS
but flagged as fraudulent

Order Status (Suspected Fraud) (v1.0.0+)

Select the status to assign to new orders which exceed the specified Maxmind fraud
threshold (above). All options with the status code [Payment Review] under System >
Configuration > Order Statuses will be included in the dropdown list.

Select “Suspected Fraud” to require an order to be manually reviewed (rather than
automatically accepted). After completing due diligence to investigate the identified risk and
consult the customer history (if any), you can decide whether to accept or reject the order.

When your chosen Maxmind Fraud Threshold has been exceeded, two new buttons appear
on the order view page of the individual order - “Accept Payment” and “Deny Payment”:

Back h - i - il sept Pay ih y Pay i



http://magento1-support.fooman.co.nz/article/1056-7-dps-pxpost-pxpay-billing-settings
http://magento1-support.fooman.co.nz/article/1056-7-dps-pxpost-pxpay-billing-settings
http://magento1-support.fooman.co.nz/article/1055-8-dps-webservice-settings

All transactions marked as suspected fraud will be authorised only. If you use the “Deny
Payment” button (above) or if no action is taken, the authorisation will hold for up to 30 days
(depending on the banks involved) and then lapse.

If you use the “Accept Payment” button (above), this will automatically trigger capturing the
amount marked for authorisation to complete the transaction payment. An invoice will also
be automatically created.

Maxmind offers the following advice for setting fraud and hide thresholds:

“There is no single recommended set of riskScore values to use for deciding whether to
accept, reject, manually review, or submit transactions to complementary services for
analysis. In determining what thresholds to set, you should consider the costs of chargebacks
and lost goods, the cost of manual review, the cost of complementary services, and the cost
of potentially rejecting good orders.

A recommended strategy is to at first only automatically accept orders under a low riskScore
(e.g. 3.00), only automatically reject orders above a high riskScore (e.g. 70.00), and manually
review all other transactions. After monitoring the riskScores received for the manually
reviewed transactions, you can adjust the thresholds appropriately to reduce the amount of
manual review required.

Below is the distribution of riskScores returned by the minFraud service across all users. You
can use this data to estimate the number of orders that will be approved, rejected, or held
back for review given the thresholds you set. Please note that the distribution of riskScores
you observe may differ.”

RiskScore Range % of Orders in Range
0.10-4.99 90%

5.00-9.99 5%

10.00-29.99 3%

30.00-99.99 2%

Maxmind Fraud Scores

Maxmind fraud scores are displayed in each order, under “Payment Information”. Summary
information is displayed by default. Click on the arrow to expand the fraud score detalils.

Example Order: Below the Specified Fraud Threshold (Maxmind Risk Score — 0.10)



Payment Information

Credit Card (DPS PxPay)

Card Type Visa

Name on Card TESTER
Amount Settled 154.99
Settlement Currency EUR
Suspected Fraud No ©
Country Match Yes

Country Code AR
Anonymous Proxy No
Transparent Proxy No

Proxy Score 0.00

IP City Buenos Aires
IP ISP Telecentro S.A.
IP Organisation Telecentro S.A.
Freemailer Service No

High Risk Email No

High Risk Username No

High Risk Password No

High Risk Country No

Risk Score 0.10
CardNumber 411111...11
Authentication Code 071736
Transaction Type Purchase
Transaction Id 160352388551c89b
DPS Transaction Reference 0000000107a008f7
Response Text APPROVED
Cvc2 Result Code NotUsed

Example Order: Above the Specified Fraud Threshold (Maxmind Risk Score — 56.36)



Payment Information

Credit Card (DPS PxPay)

Card Type Visa

Name on Card TESTER

Amount Settled 154.99

Settlement Currency EUR

Suspected Fraud Yes

Distance 8796

Country Match No

Country Code DE

Anonymous Proxy No

Transparent Proxy No

Proxy Score 1.80

IP ISP Hetzner Online AG
IP Organisation Hetzner Online AG
Freemailer Service No

High Risk Email No

High Risk Username No

High Risk Password No

High Risk Country No

Risk Score 56.36
CardNumber 411111........ 11
Authentication Code 070220
Transaction Type Purchase
Transaction Id 193632382151c896
DPS Transaction Reference 0000000107a0002a
Response Text APPROVED

Cvc2 Result Code NotUsed



3. DPS PxPost by MageBase Settings

Click on System > Configuration > Sales > Payment Methods.
These settings apply if you want to use your PxPost account to:

e Accept payments in Magento (fill out all fields in this section); and/or

¢ Use the process refunds from the Magento backend or tokenised billing features of
this extension (you only need to enter your PxPost username and password — all other
fields in this section do not need to be filled out).

Enabled Yes

[WEBSITE]

ap

Use in Frontend Checkout Yes [WEBSITE]

ar

Title Credit Card (DPS PxPost) [STORE VIEW]

Credit Card Types American Express [WEBSITE]
Visa

MasterCard

Discover

JCB

Switch/Maestro

Solo

Diners

Other

Enabled (v1.0.0+)

Set to “Yes” to enable using your PxPost account to accept payments in Magento.

Set to “No” if you just want to use the process refunds from the Magento backend and/or
tokenised billing features of this extension. You only need to enter your PxPost username
and password — all other fields in this section do not need to be filled out.

Use in Frontend Checkout (v1.1.0+)

Set to “Yes” to enable PxPost to be displayed as a payment method in the frontend
checkout. If set to “No”, PxPost will not be shown to a customer in the frontend during
checkout, but the payment method will be available to you in the backend (eg. for backend
orders).

Title (v1.0.0+)

Enter the title of the payment option that will be displayed to the customer (eg. “Secure
Credit Card Payment”).



Credit Card Types (v1.0.0+)

Control-click to select which credit card types you want to accept using PxPost.

PostUsername [STORE VIEW)]
PostPassword [STORE VIEW]
Payment Action Purchase $ [WEBSITE]
New order status Processing — [WEBSITE]
Logos to display Visa [WEBSITE]
Verified by Visa
MasterCard

MasterCard SecureCode
American Express

JCB

Diners

Displayed during checkout.

Post Username (v1.0.0+)
Enter your PxPost username (as supplied by Payment Express).
Post Password (v1.0.0+)
Enter your PxPost password (as supplied by Payment Express).
Payment Action (v1.0.0+)
Select a payment action when an order is placed:
e Authorize Only (note: you will need to complete the transaction at a later stage — see
Using 'Authorise and Capture' for details)
¢ Purchase

New Order Status (v1.0.0+)

Select the status to assign to new orders. All options with the status code [Processing] under
System > Configuration > Order Statuses will be included in the dropdown list.

Logos to Display (v1.0.0+)

Control-click to select which credit card logos you want to appear on the payment page at
checkout. The Payment Express logo is always displayed by default.

Further customisations can be done by editing the template file


http://magento1-support.fooman.co.nz/article/377-configure-dps-pro#authorise-capture

/app/design/frontend/base/default/template/magebase/dps/pxpay/form.phtmi

n Payment Information

Credit Card (DPS PxPost)

Name on Card *
John Doe

Credit Card Type *
Master Card

Cred‘n Card Number *

Expiration Date *

Card Verification Number *
What is this?

| 05 - May ~| [2015 =l

VISA B &=

= 2
s Reriimst

Payment from applicable
countries

Payment from Specific countries

Use Maxmind Fraud Detection
Minimum Order Total
Maximum Order Total

Sort order

Enable Logging/Debug

| All Allowed Countries

ar

' No
» Log all request and responses to the database

Payment from Applicable Countries (v1.0.0+)

Allow payment from:

ar

[WEBSITE]

[WEBSITE]

[WEBSITE]
[WEBSITE]
[WEBSITE]
[WEBSITE]

[WEBSITE]




¢ All allowed countries (specified under System > Configuration > General)
¢ Specific countries (specify below)

Payment from Specific Countries (v1.0.0+)

If you chose “specific countries” above, control-click to select all countries you wish to allow
payments from.

Use Maxmind Fraud Detection (v1.0.0+)

Select “Yes” to enable Maxmind fraud detection when using PxPost as a payment method.
You need to have a Maxmind account to use this feature.

Minimum Order Total (v1.0.0+)

Enter a minimum order total that must be reached for this payment method to be displayed at
checkout. Do not enter any currency symbols (amount will be in the store's base currency).

Maximum Order Total (v1.0.0+)

Enter a maximum order total that must not be exceeded for this payment method to be
displayed at checkout. Do not enter any currency symbols (amount will be in the store's base
currency).

Leave blank if you do not want to specify a maximum order total amount.

Sort Order (v1.0.0+)

This setting allows you to adjust the order of where different payment methods appear at
checkout (where multiple methods are available).

Payment methods will be ordered according to the assigned number - for example, enter 1
for the payment method you wish to appear first, 2 for the payment method you wish to
appear next, and so on.

Enable Logging/Debug (v1.0.0+)
If any issues are encountered with this extension or using Payment Express as a Magento
payment method, set to “yes” to create additional logging information to help identify the

issue:

* Log files created under /var/log
e Entries in the database table magebasedps_debug



4. DPS Webservice by Fooman (3D Secure Enabled)
Settings

Click on System > Configuration > Sales > Payment Methods.

These settings apply if you want to use your Payment Express Webservice account to accept
payments in Magento, with optional use of the 3D Secure feature.

Ignore the “3D Secure Credit Card Validation” settings under System > Configuration >
Sales > Payment Services. These apply only to Magento's inbuilt Centinel service.

Enabled Yes $ [WEBSITE]
Use in Frontend Checkout Yes $ [WEBSITE]
Title Credit Card (DPS Webservice - 3D secure enablec [STORE VIEW]
Credit Card Types American Express [WEBSITE]

Visa

MasterCard

Discover

JCB

Switch/Maestro

Solo

Diners

Other
Username [STORE VIEW]
Password [STORE VIEW]

Enabled (v1.0.0+)

Set to “Yes” to enable using your Payment Express Webservice account to accept payments
in Magento.

Use in Frontend Checkout (v1.1.0+)

Set to “Yes” to enable Webservice to be displayed as a payment method in the frontend
checkout. If set to “No”, Webservice will not be shown to a customer in the frontend during
checkout, but the payment method will be available to you in the backend (eg. for backend
orders).

Title (v1.0.0+)

Enter the title of the payment option that will be displayed to the customer (eg. Secure Credit
Card Payment”).



Credit Card Types (v1.0.0+)

Control-click to select which credit cards you want to accept using this payment method.
Username (v1.0.0+)

Enter your Payment Express Webservice username.

Password (v1.0.0+)

Enter your Payment Express Webservice password.

Use Maxmind Fraud Detection No s [WEBSITE]

Enable 3D Secure Yes

“»

Use Maxmind Fraud Detection (v1.0.0+)

Select “Yes” to enable Maxmind fraud detection when using Payment Express Webservice
as a payment method. You need to have a Maxmind account to use this feature.

Enable 3D Secure (v1.0.0+)

Set to “Yes” to enable the 3D Secure security feature. When set to “No”, the Payment
Express Webservice will be used as a payment method without the 3D security feature.

3D Secure uses the Verified by Visa and MasterCard SecureCode schemes. If a customer
has set up a password on their credit card, they are required to enter the password (along
with their credit card number and expiry date) to submit the payment. The password will be
authenticated against their bank as part of the checkout process. Once the customer's bank
has verified the password, the transaction will be completed.


http://www.paymentexpress.com/Knowledge_Base/Merchant_Info/3D_Secure

Checkout

Order Review

Card Verification

Please verify the card with the issuer bank:

Merchant:

Amourt:

Date:

Card Number:
Personal Message:
Login.

Password:

%RIFIED
by VISA

Please submit your Verified by Visa password.

Name Merchant
$ xxx

XxXMYIZZZT
FOOO - M H-1234
Your personal message here

YOUR LOGIN NAME

I |

Forgot vour pasamord?

[ submit | ¥ Help Cancel

Payment Action

New order status

Logos to display

| Purchase

|'4] WEBSITE]

| Processing

'4) [WEBSITE]

Visa

Verified by Visa
MasterCard

MasterCard SecureCode
American Express

JCB

Diners

» Displayed during checkout.




Payment Action (v1.0.0+)
Select a payment action when an order is placed:

¢ Authorize only (note: you will still need to complete the transaction at a later stage —

see Using 'Authorise and Capture' for more details)
* Purchase

New Order Status (v1.0.0+)

Select the status to assign to new orders. All options with the status code [Processing] under
System > Configuration > Order Statuses will be included in the dropdown list.

Logos to Display (v1.0.0+)

Control-click to select which credit card logos you want to appear on the payment page at
checkout. The Payment Express logo is always displayed by default.

Further customisations can be done by editing the template file
/app/design/frontend/base/default/template/magebase/dps/pxpay/form.phtml

ﬂ Payment Information

Credit Card (DPS PxPost)

Name on Card *
John Doe

Credit Card Type *
Master Card ~|

Credit Card Number *

Expiration Date *
05 - May ~| | 2015 R

Card Verification Number *

What is this?

VISA = B 9



http://magento1-support.fooman.co.nz/article/377-configure-dps-pro#authorise-capture

Payment from applicable All Allowed Countries — [WEBSITE]
countries

Payment from Specific countries [WEBSITE]
Minimum Order Total 0 [WEBSITE]
Maximum Order Total 0 [WEBSITE]
Sort order 1 [WEBSITE]
Enable Logging/Debug No $ [WEBSITE]

Log all request and responses to the database

Test Mode Yes $ [WEBSITE]

Payment from Applicable Countries (v1.0.0+)
Allow payment from:

¢ All allowed countries (specified under System > Configuration > General)
¢ Specific countries (specify below)

Payment from Specific Countries (v1.0.0+)

If you selected “specific countries” above, control-click to select all countries you wish to
allow payments from.

Minimum Order Total (v1.0.0+)

Enter a minimum order total that must be reached for this payment method to be displayed at
checkout. Do not enter any currency symbols (amount will be in the store's base currency).

Maximum Order Total (v1.0.0+)

Enter a maximum order total that must not be exceeded for this payment method to be
displayed at checkout. Do not enter any currency symbols (amount will be in the store's base
currency).

Leave blank if you do not want to specify a maximum order total amount.

Sort Order (v1.0.0+)



This setting allows you to adjust the order of where different payment methods appear at
checkout (where multiple methods are available).

Payment methods will be ordered according to the assigned number - for example, enter 1
for the payment method you wish to appear first, 2 for the payment method you wish to
appear next, and so on.

Enable Logging/Debug (v1.0.0+)

If any issues are encountered with this extension or using Payment Express as a Magento
payment method, set to “yes” to create additional logging information to help identify the

issue:

e Log files created under /var/log
¢ Entries in the database table magebasedps_debug

Test Mode (v1.0.0+)

If you have been given a Payment Express test account, set to “Yes” to enable test mode.



5. DPS PxPay by MageBase Settings

Click on System > Configuration > Sales > Payment Methods.
These settings apply if you want to use your PxPay account to accept payments in Magento.

Note: It's not possible to use PxPay's feature to retry a failed credit card entry - only the fail-
proof notification from Payment Express is processed by the extension and the response from
the client’s browser is ignored. The Payment Express transaction response is sent
immediately when a credit card payment fails (even if a customer retries the payment).
Currently there is no way to accurately distinguish between a real payment failure and a
payment failure which might be rectified by the customer in the future.

Enabled Yes - [WEBSITE]
Use in Frontend Checkout Yes . [WEBSITE]
Title Credit Card (DPS PxPay) [STORE VIEW]
PxPayUserld [STORE VIEW)]
PxPayKey [STORE VIEW]
Payment Action Purchase — [WEBSITE]

Enabled (v1.0.0+)

Set to “Yes” to enable using your PxPay account to accept payments in Magento.

Use in Frontend Checkout (v1.1.0+)

Set to “Yes” to enable PxPay to be displayed as a payment method in the frontend
checkout. If set to “No”, PxPay will not be shown to a customer in the frontend during
checkout, but the payment method will be available to you in the backend (eg. for backend
orders).

Title (v1.0.0+)

Enter the title of the payment option that will be displayed to the customer (eg. “Secure
Credit Card Payment”).

PxPayUserID (v1.0.0+)
Enter your PxPay User ID (as supplied by Payment Express).

PxPayKey (v1.0.0+)



Enter your PxPay key (as supplied by Payment Express).
Payment Action (v1.0.0+)
Select a payment action when an order is placed:

¢ Authorize only (note: you will still need to complete the transaction at a later stage —
see Using 'Authorise and Capture' for more details)

e Purchase
Unpaid order status Pending Payment (DPS) S [WEBSITE]
Status before payment is received
New order status Processing $ [WEBSITE]
Logos to display Visa [WEBSITE]
Verified by Visa
MasterCard

MasterCard SecureCode
American Express

JCB

Diners

Displayed during checkout.

Unpaid Order Status(v1.0.0+)

Select the status to assign to unpaid orders. All options with the status code [Pending
Payment] under System > Configuration > Order Statuses will be included in the dropdown
list.

New Order Status(v1.0.0+)

Select the status to assign to new orders. All options with the status code [Processing] under
System > Configuration > Order Statuses will be included in the dropdown list.

Logos to Display (v1.0.0+)

Control-click to select which credit card logos you want to appear on the payment page at
checkout. The Payment Express logo is always displayed by default.

Further customisations can be done by editing the template file

/app/design/frontend/base/default/template/magebase/dps/pxpay/form.phtml


http://magento1-support.fooman.co.nz/article/377-configure-dps-pro#authorise-capture

n Payment Information

Credit Card (DPS PxPost)

Name on Card *

\John Doe

Credit Card Type *
Master Card

Credit Card Number *

=l

Expiration Date *

| 05 - May ~|| [2015

Card Verification Number *
What is this?

=l

VISA T3

0
‘M(i-:}

Payment from applicable
countries

Payment from Specific countries

Use Maxmind Fraud Detection

Payment Action (Suspected
Fraud)

Minimum Order Total
Maximum Order Total
Sort order

Emails to Send on Order

[ All Allowed Countries

20

Afghanistan

Albania

Algeria

American Samoa
Andorra

Angola

Anguilla

Antarctica

Antigua and Barbuda
Argentina

| Yes

2)

| Purchase

ar

0

0

11216

g

| Send Order Email Only

Payment from Applicable Countries (v1.0.0+)

Allow payment from:

¢ All allowed countries (specified under System > Configuration > General)

ar

[WEBSITE]

[WEBSITE]

[WEBSITE]

[WEBSITE]

[WEBSITE]
[WEBSITE]
[WEBSITE]

[WEBSITE]




e Specific countries (specify below)
Payment from Specific Countries (v1.0.0+)

If you chose “specific countries” above, control-click to select all countries you wish to allow
payments from.

Use Maxmind Fraud Detection (v1.0.0+)

Select “Yes” to enable Maxmind fraud detection when using PxPay as a payment method.
You need to have a Maxmind account to use this feature.

Minimum Order Total (v1.0.0+)

Enter a minimum order total that must be reached for this payment method to be displayed at
checkout. PxPay cannot be used with a minimum order value of 0.00 — the minimum value
should be at least 0.01. The amount will be in the store's base currency (don’t enter any
currency symbols).

Maximum Order Total (v1.0.0+)

Enter a maximum order total that must not be exceeded for this payment method to be
displayed at checkout. Do not enter any currency symbols (amount will be in the store's base
currency).

Leave blank if you do not want to specify a maximum order total amount.
Sort Order (v1.0.0+)

This setting allows you to adjust the order of where different payment methods appear at
checkout (where multiple methods are available). Payment methods will be ordered according
to the assigned number - for example, enter 1 for the payment method you wish to appear
first, 2 for the payment method you wish to appear next, and so on.

Emails to Send on Order (v1.0.0+)

Select which emails will be sent to the customer when an order is placed using this payment
method.

Note: The master settings under System > Configuration > Sales > Sales Emails still apply
and can override this setting. If you don’t want to send customer emails, turn this feature off
under System > Configuration > Sales > Sales Emails (but make sure this setting is
enabled if you do want to send emails!).

Add Manual Payments to Footer No $ | [STORE VIEW)]
Links




Add Manual Payments to Footer Links (v1.0.0+)

When set to “Yes”, a “Pay Us” link will be added to your store's footer. Use this link to
accept manual payments for money owed not related to orders for items in your store (eg. ad-
hoc work). You need to refresh the Magento cache for this setting to take effect.

About Us | Customer Service
Site Map | Search Terms | Advanced Search | Pay Us

Help Us to Keep Magento Healthy - Report All Bugs (ver. 1.4.0.0)
© 2008 Magento Demo Store. All Rights Reserved.

This links to a “Make a Payment” page, where the customer can enter their reference
number and the amount to pay. You can also give customers the direct link to the page (with
pre-filled reference number and payment amount) using the following format:

http://example.com/foomandpspro/payment/start/reference/REFERENCE/amount/12.34

Make a Payment

Reference * Amount *
INV-11223344 127.43

The customer will then be redirected to the Payment Express website to complete the
payment. Once the payment has been made, they will be redirected back to your website to a
“Payment Received” screen.

Payment Received

Reference INV-11223344
Amount 127.43
Card Type Visa

Card Holder TESTER


http://example.com/foomandpspro/payment/start/reference/REFERENCE/amount/12.34

Manual payments you receive will be shown in Magento under Sales > DPS Manual
Payments (only manual payments without an order affiliation will be listed on this page):

Magento A[iITIII‘I Panel Logged in as kristof | Monday, June 24, 2013 | L Dut

Dashboard Sales Catalog Customers Promotions Newsletter CMS Reports System @® Gethelp for this page

@ Latest Message: Get More eCommerce Power with Magento Enterprise Rea ta You have 1 critical, 4 major, 19 minor and 49 notice unread message(s).

DPS Manual Payments (only listing payments without order

affiliation)

Page 1 oflpages | View |20 ~| perpage | Total 1 records found i'i‘ set Fi dw

id t Payment Made On DPSTi ion Ref Cc Y A it Reference Card Holder Card Name
From: | From:
To: [F] To:

1 Jun 24,2013 5:30:31 PM  00000001079fet42 EUR €127.43 INV-11223344 TESTER Visa
Send Manual Payment Received General Contact 4| [STORE VIEW]
Email To
Manual Payment Received New Payment Received (Default Template fro § [STORE VIEW]
Template
Enable Logging/Debug No $ [WEBSITE]

Log all request and responses to the database
Enable functionality for local No $ | [WEBSITE]
testing

Send Manual Payment Received Email To (v1.0.0+)

Use this feature to automatically send a notification email if your store receives manual
payments. The dropdown list is populated from your Magento contacts list.

Manual Payment Received Template (v1.0.0+)

Select a template for the 'Manual Payment Received' email. The default template is ‘New
Payment Received' - this can be edited under System > Transactional Emails.

Enable Logging/Debug (v1.0.0+)
If any issues are encountered with this extension or using Payment Express as a Magento
payment method, set to “yes” to create additional logging information to help identify the

issue:

* Log files created under /var/log
e Entries in the database table magebasedps_debug

Enable Functionality for Local Testing (v1.0.0+)



Set to “Yes” to treat a browser visit to the order success page as a replacement for the DPS
fail-proof payment notification — use only during testing if not connected to the internet.

We recommend setting this to “No” in a live environment (if customer does not return to the
checkout success page, Magento has no way of knowing if a payment has been successful).

Please double check with Payment Express that fail-proof notifications are enabled for your
account.



6. DPS PxFusion Settings

Click on System > Configuration > Sales > Payment Methods.

These settings apply if you want to use your PxFusion account to accept payments in

Magento.

DPS PxFusion by Fooman

Enabled
Use in Frontend Checkout

Credit Card Types

Title
PxFusionUserld

PxFusionKey

Enabled (v1.1.20+)

No ~|
Yes ~|

American Express
Visa
MasterCard

Discover

JCB
Switch/Maestro
Solo

Diners

Other

Credit Card (DPS PxFusion)

[WEBSITE]
[WEBSITE]

[WEBSITE]

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]

Set to “Yes” to enable using your PxFusion account to accept payments in Magento.

Use in Frontend Checkout (v1.1.20+)

Set to “Yes” to enable PxFusion to be displayed as a payment method in the frontend
checkout. If set to “No”, PxFusion will not be shown to a customer in the frontend during
checkout, but the payment method will be available to you in the backend (eg. for backend

orders).

Credit Card Types (v1.1.20+)

Control-click to select which credit cards you want to accept using this payment method.

Title (v1.1.20+)



Enter the title of the payment option that will be displayed to the customer (eg. “Secure
Credit Card Payment”).

PxFusionUserID (v1.1.20+)
Enter your PxFusion User ID (as supplied by Payment Express).
PxFusionKey (v1.1.20+)

Enter your PxFusion key (as supplied by Payment Express).

Payment Action Purchase j [WEBSITE]

Unpaid order status Pending Payment (DPS) :] [WEBSITE]
Status before payment is received

MNew order status Processing :] [WEBSITE]
Status after receiving a positive response from DPS

Logos to display Visa

Verified by Visa
MasterCard

MasterCard SecureCode
American Express

JCB

Diners

Displayed during checkout.

Payment Action (v1.1.20+)
Select a payment action when an order is placed:
e Authorize only (note: you will still need to complete the transaction at a later stage —

see Using 'Authorise and Capture' for more details)
e Purchase

Unpaid Order Status (v1.1.20+)

Select the status to assign to unpaid orders. All options with the status code [Pending
Payment] under System > Configuration > Order Statuses will be included in the
dropdown list.

New Order Status (v1.1.20+)

Select the status to assign to new orders. All options with the status code [Processing] under
System > Configuration > Order Statuses will be included in the dropdown list.


http://magento1-support.fooman.co.nz/article/377-configure-dps-pro#authorise-capture

Logos to Display (v1.0.0+)

Control-click to select which credit card logos you want to appear on the payment page at
checkout. The Payment Express logo is always displayed by default.

Further customisations can be done by editing the template file

/app/design/frontend/base/default/template/magebase/dps/pxpay/form.phtml

n Payment Information

Credit Card (DPS PxPost)

Name on Card *
John Doe

Credit Card Type *
Master Card ~|

Credit Card Number *

Expiration Date *
05 - May ~| | 2015 ~|

Card Verification Number *
What is this?

VISA = 9




Payment from applicable All Allowed Countries j [WEBSITE]
countries

Payment from Specific countries [WEBSITE)
Use Maxmind Fraud Detection Mo ~| [WEBSITE]
Minimum Order Total 0 [WEBSITE]
Maximum Order Total 0 [WEBSITE)
Sort order 1 [WEBSITE]
Enable Logging/Debug MNo ﬂ [WEBSITE]

Log all request and responses to the database

Payment from Applicable Countries (v1.1.20+)
Allow payment from:

¢ All allowed countries (specified under System > Configuration > General)
e Specific countries (specify below)

Payment from Specific Countries (v1.1.20+)

If you chose “specific countries” above, control-click to select all countries you wish to allow
payments from.

Use Maxmind Fraud Detection (v1.1.20+)

Select “Yes” to enable Maxmind fraud detection when using PxPost as a payment method.
You need to have a Maxmind account to use this feature.

Minimum Order Total (v1.1.20+)

Enter a minimum order total that must be reached for this payment method to be displayed at
checkout. Do not enter any currency symbols (amount will be in the store's base currency).

Maximum Order Total (v1.1.20+)



Enter a maximum order total that must not be exceeded for this payment method to be
displayed at checkout. Do not enter any currency symbols (amount will be in the store's base
currency). Leave blank if you do not want to specify a maximum order total amount.

Sort Order (v1.1.20)

This setting allows you to adjust the order of where different payment methods appear at
checkout (where multiple methods are available).

Payment methods will be ordered according to the assigned number - for example, enter 1
for the payment method you wish to appear first, 2 for the payment method you wish to
appear next, and so on.

Enable Logging/Debug (v1.1.20+)
If any issues are encountered with this extension or using Payment Express as a Magento
payment method, set to “yes” to create additional logging information to help identify the

issue:

* Log files created under /var/log
¢ Entries in the database table magebasedps_debug



7. DPS PxPost/PxPay (Billing Agreements) Settings
(for Tokenised Billing)

Click on System > Configuration > Sales> Payment Methods.

These settings apply if you want to set up tokenised billing with your PxPay or PxPost
account.

DPS PxPost/PxPay (Billing Agreements) by Fooman

Enabled Yes $ [WEBSITE]

Enabled (v1.0.0+)

Set to “Yes” to enable tokenised billing using either the PxPost/PxPay account that you
enabled in the previous settings.

Token billing allowslogged incustomers to tick a box if they would like to securely store

their credit card information for their next purchase on your site. Only an encrypted token of
the card data is saved, never the the actual credit card data.

Checkout

n Payment Information

Credit Card (DPS PxPay)

After clicking Place Order in the next step you will be redirected to the DPS Payment Express website.

) dps | paymentexpress

Save my payment details for next time

* Required Fields
1 Back

5 Order Review

If they tick this box, Magento will save a 'billing agreement’ and the same credit card can then



be billed for a future purchase on the same site when the customer is logged in. The next time
the customer makes a purchase on your site, a new payment option will appear with their

saved credit card.

The initial payment can be made onsite or offsite (using PxPost or PxPay). Subsequent
payments using tokenised billing with same saved card will always be made onsite, as the
saved card information will be visible as a new payment method, and credit card information

doesn't need to be re-entered.

Title
Payment Action

New order status

Title (v1.0.0+)

Credit Card (DPS PxPost/PxPay Rebill) [STORE VIEW]
Purchase 4| [WEBSITE]
Processing 4 [WEBSITE]

Enter the title of the payment option that will be displayed to the customer (eg. “Credit Card
(Saved)”). The first and last digits of the saved credit card, along with the expiry date, will also

be shown:

Checkout

n Payment Information

@ Credit Card (DPS PxPost/PxPay Rebill)

Payment Details
4111............ 11 12/2021

(O Credit Card (DPS PxPay)

1 Back

Order Review

Payment Action (v1.0.0+)

Select a payment action when an order is placed:

* Required Fields



e Authorize only (note: you will still need to complete the transaction at a later stage —
see Using 'Authorise and Capture' for more details)

e Purchase

New Order Status (v1.0.0+)

Select the status to assign to new orders. All options with the status code [Processing] under
System > Configuration > Order Statuses will be included in the dropdown list.

Payment from applicable All Allowed Countries v [WEBSITE]
countries

Payment from Specific countries [WEBSITE]
Minimum Order Total 0 [WEBSITE]
Maximum Order Total 0 [WEBSITE]
Sort order [WEBSITE]

Payment from Applicable Countries (v1.0.0+)
Allow payment from:

¢ All allowed countries (specified under System > Configuration > General)
e Specific countries (specify below)

Payment from Specific Countries (v1.0.0+)

If you chose “specific countries” above, control-click to select all countries you wish to allow
payments from.

Minimum Order Total (v1.0.0+)

Enter a minimum order total that must be reached for this payment method to be displayed at
checkout. Do not enter any currency symbols (amount will be in the store's base currency).

Maximum Order Total (v1.0.0+)
Enter a maximum order total that must not be exceeded for this payment method to be

displayed at checkout. Do not enter any currency symbols (amount will be in the store's base
currency).


http://magento1-support.fooman.co.nz/article/377-configure-dps-pro#authorise-capture

Leave blank if you do not want to specify a maximum order total amount.
Sort Order (v1.0.0+)

This setting allows you to adjust the order of where different payment methods appear at
checkout (where multiple methods are available).

Payment methods will be ordered according to the assigned number. For example, enter 1
for the payment method you wish to appear first, 2 for the payment method you wish to
appear next, and so on.



8. DPS Webservice (Billing Agreements) Settings -
For Tokenised Billing

Click on System > Configuration > Sales> Payment Methods.
These settings apply if you want to set up tokenised billing with your Webservice account.

DPS Webservice (Bllling Agreements) by Fooman

Enabled  Yes iy [WEBSITE]

v

Enabled (v1.0.5+)

Set to “Yes” to enable tokenised billing using either the Webservice account that you
enabled in the previous settings.

Token billing allows logged in customers to tick a box if they would like to securely store their
credit card information for their next purchase on your site. Only an encrypted token of the
card data is saved, never the actual credit card data.

n Payment Information

Credit Card (DPS Webservice - 3D secure enabled)

Name on Card *

Credit Card Type *
--Please Select- ~|

Credit Card Number *

Expiration Date *
Month =| | Year ~|

To ensure the security of your transactions

Verified by
VISA

MasterCard.
leam more learn more

Card Verification Number *
What is this?

[] Save my payment details for next time

* Required Fields

1 o




If they tick this box, Magento will save a 'billing agreement’ and the same credit card can then
be billed for a future purchase on the same site when the customer is logged in.

Title Credit Card (DPS Webservice Rebill) [STORE VIEW]
Payment Action Purchase $ [WEBSITE]
New order status Processing — [WEBSITE]

Title (v1.0.5+)

Enter the title of the payment option that will be displayed to the customer eg. “Credit Card
(DPS Webservice — 3D secure enabled)”. The first and last digits of the saved credit card,
along with the expiry date, will also be shown:

Checkout

u Payment Information

F
(O]

) Credit Card (DPS PxPost/PxPay Rebill)

Payment Details
4111 11 12/2021 |

(U Credit Card (DPS PxPay)

* Required Fields

? Back

Order Review

Payment Action (v1.0.5+)
Select a payment action when an order is placed:

¢ Authorize only (note: you will still need to complete the transaction at a later stage —

see Using 'Authorise and Capture' for more details)
* Purchase

New Order Status (v1.0.5+)


http://magento1-support.fooman.co.nz/article/377-configure-dps-pro#authorise-capture

Select the status to assign to new orders. All options with the status code [Processing] under
System > Configuration > Order Statuses will be included in the dropdown list.

Payment from applicable All Allowed Countries v [WEBSITE]
countries

Payment from Specific countries [WEBSITE]
Minimum Order Total 0 [WEBSITE]
Maximum Order Total 0 [WEBSITE]
Sort order [WEBSITE]

Payment from Applicable Countries (v1.0.5+)
Allow payment from:

¢ All allowed countries (specified under System > Configuration > General)
e Specific countries (specify below)

Payment from Specific Countries (v1.0.5+)

If you chose “specific countries” above, control-click to select all countries you wish to allow
payments from.

Minimum Order Total (v1.0.5+)

Enter a minimum order total that must be reached for this payment method to be displayed at
checkout. Do not enter any currency symbols (amount will be in the store's base currency).

Maximum Order Total (v1.0.5+)

Enter a maximum order total that must not be exceeded for this payment method to be
displayed at checkout. Do not enter any currency symbols (amount will be in the store's base
currency).

Leave blank if you do not want to specify a maximum order total amount.

Sort Order (v1.0.5+)



This setting allows you to adjust the order of where different payment methods appear at
checkout (where multiple methods are available).

Payment methods will be ordered according to the assigned number. For example, enter 1
for the payment method you wish to appear first, 2 for the payment method you wish to
appear next, and so on.

Processing Refunds (PxPost)

The option to process Payment Express refunds directly from your Magento backend will
appear automatically once you enter your PxPost account credentials in the backend settings.
To process a refund:

1. Click into the order that you want to refund. Click on “Invoices” in the left column, and click
into the invoice for that order.

Magento AdminPanel Giobal Record Search Logged in as kristof | Friday, 19 Aprd 2013 | Try Magenio Go for Free | Log Out
Dashboard  Sales  Camlog Fisheye Moblle  Cusomers Promofions  Newsletier CMS Blog  Fooman Connect @ Getheip for is page

D One or more of the Cache Types are invalidated: Blocks HTML output. Ciick here to go to Cache Management and refresh cache types.

Order View 2 Order # | 19/04/2013 5:23:31 AM QI Y| Send Eman | ] CreatMemo | 5] Reorder | @ Print |
Information
Page 1 of 1 pages | View (20 | &) perpage | Total 1 records found E
Contif Magaa Invoics # Bill to Name Invoics Date Status Amount
Comments History From: =] 4 From:
Transactions To: & To:

I'. . 18/04/2013 5:25:16 AM Paid $79.00

2. Click the orange “Credit Memo” button in the top right corner.

. . Global Record Search Logged in as kristof | Tt ,7May 2013 | Try Magento Go for Fre
Magento™ Admin Panel alliolobel o v St : RES
Dashboard ~ Sales  Catalog  Fisheye  Moblle  Customers = Promotons  Newsister ~CMS  Blog  FoomanConnect  Reports ® Get help for this page
@ ©ne or mora of the Cache Types are invalidated: Biocks HTML output. Click here to go to Cache Management and refresh cache types.
J—
Invoice #200007664 | Paid | 6/05/2013 4:50:49 PM (the invoice email is not sent) + Back MHM
Orcer 20003083 o orerconfimain e ves ser)
Order Date 6/05/2013 4:50:05 PM Customer Name
Order Status Complete Email
Purchased From design website Customer Group

FOOMAN Magento Extensions
Fooman Extensions

Placed from IP 115.70.205.114
AUD / NZD rate: 0.8270
owrg s e

Credit Card (Immediate Download)

Card Type

Name on Card

Amount Settled

Sefttiement Currency
Fraud Detalis

Suspected Fraud No @
Transaction Detalls

!!

Order was placed using AUD

3. Click the orange “Refund” button in the bottom left corner of the credit memo (do not click
“Refund Offline”).



Refund Totals

Subtotal $195.00
[AU$161.27]

Refund Shipping 0
Adjustment Refund 0
Adjustment Fee 0
Grand Total $195.00

[AUS161.27]

Append Comments
Email Copy of Credit Memo [

Understanding The Payment Workflow: Onsite vs
Offsite Payment Methods

Onsite Payment Methods

Onsite payment methods include PxPost and Webservice. Customers enter their credit card
details directly on your website during checkout.

1. Customer selects DPS PxPost or Webservice (3D Secure) as payment method, and enters
credit card details directly on your website

 Rexguired Fickis

2. Customer places order on your website
3. Magento checkout confirmation page (after successful payment)

Order is set to “NEW ORDER?” status and the order will automatically be invoiced.

Offsite Payment Methods

Offsite payment methods include PxPay. The approach is less integrated than an onsite



payment solution, but is more secure as your store never handles credit card data directly.
1. Customer places order on your website
Order is set to “UNPAID ORDER?” status.

2. Customer selects DPS (PxPay) as payment method on your website

cccccccccc (OPS PxPay)

ng ntExpress website

After clicking Place Order in tep you will be redirected to the DPS Paymen
— a D
€) dps | payment visa R &= B 2

3. Customer is redirected to Payment Express website to enter credit card details

ot == P C )

4. Customer is redirected back to your website to the Magento checkout confirmation page
(after successful payment)

Order moves to “NEW ORDER” status and the order will automatically be invoiced.

Do | need to install the community Magebase DPS
Payment Express extension separately?

No. The extensions are bundled together, so Magebase DPS Payment Express will be
automatically installed when you install Fooman DPS Pro.



Reporting Any Issues/Bugs

We are proud of our quality extension code - it's been widely tested and we stand by it 100%.
If something does happen and you think you might be experiencing an issue or bug, please

contact us via support@fooman.co.nz and we will help you out.


mailto:support@fooman.co.nz
http://www.tcpdf.org
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